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Abstract

This deliverable provides technical evaluation of integrated eWALL prototype acca
time plan. Report includes a brief description, context, scope and objectives of the se
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1 Executive summary

Purpose of this document is to report of technical evaluation of the integrated prototype. A
technical evaluation conducted according description of work and time plan ocittadl project.

In technical evaluation are involved all technical partnersvaasl coordinated by University of
Zagreb (UOZ). Technical evaluation is related 4d/all prototype available in Cycle 2 (M21) and
Cycle 3 (M24). Process of technical evaluation is based on Lean Six Sigma methodology aiming to
Prevent Defects (DefinBleasue-AnalyzeDesignValidate (DMADV)) and Find and Fix Defects
(Define-MeasureAnalyze Improve Control (DMAIC)). Technical evaluation characteristics are
evaluated by technical partners and Statement of Compliance table presented to how developed
component & related to requested technical characteristics. Evaluated technical characteristics are:
Interoperability, Easy personalization, Mobility, Cost effectiveness/energy management, Low
maintenance, Safety / security, High reliability, Accessibility.

Evaluatel developed components are:

1 WP31 devices Accelerometer, Arduino_uC_code, DeviceGateway, SocketSense, UserSim

T WP4 17 modules: commonsdatamodel, ewaHcommonlibs, ewallswaggetui, data
manager, cloudjateway, ewalportal, ewalplatformlogin, notificationmanager,
profiling-server, eurekaerver,idsscore, idsdib, idssreasoneiactivitycoach, idssleep
anomalyreasoner, idsautomatiegoalsetting, idssexercisereasoner, idsall-detection
reasoner, remotproxy, I-mood, Ir-physicatactivity, Ir-sleepmonitor, localdatamanager,
locatplatform, locaireasoners.

1 WP5 i applications: DFM, DPAM, Sleep, mainscreen, TwitterAuthenticator, ewall
caregiversveb-app, PhysicalTrainer, MemoryCardGame, MemoryTestGame, OhnOGame,
MemoryQuizGame, YouTubeExesesPortal, HCM, FlickrPortal, MemoryQuizAdmin,
Calendar.

In document we described Testing and Validation process and terms. Testing and integration of e
Wall is complex and requires systematic approach. Evaluation of eWall system in order to satisfy
techical criteria/requirements and quality needs is one of the processes in the system/software
development lifecycle.

Results of unit testing, End to End (E2E) testing are included into document. Issue tracker is used
for recording problems. In WP4 and WPB&ckages in addition to E2E testing 172 (WP4) and 45
(WP5) tests conducted. In this stage prototype is ready for deployment and further testing and
development according the plan. In Cycle 3 all major tests finished with OK status. It means that
prototypeis ready for deployment and small and large scale evaluation according the project time
plan.

Related to evaluation technical characteristics we can conclude that evaluated components are
mostly fully compliant (FC) with requested technical characteristics

Page 6 of 68
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2 About t his document

2.1 Role of the deliverable

The role of this deliverable is to describe results of technical evaluation of the eWALL components
and applications. It uses references to technical documentation to components that are designed and
developed.

2.2 Relationship to other eWALL deliverables

This deliverable leverages the outcome of activities carried on in the Work Packages 3, 5 and 5,
documented in the following deliverables:

1 D3.3.2 eWALL configurable metadata stregifise eWall consortium, 2015%)

1 D4.3.1 Cloud middleware services for eWA[The eWall Consortium, 2015)which
describes the development of interoperable cloud middleware to collect/share eWALL data

1 D4.4.1 eWALL Plation (The eWall Consortium, 2015) which describes the
implementation of the eWALL Platform including basic services on the eWALL Platform in
the home environment as well as the core services in the eWALL cloud

D5.3.2Intelligent contextaware services & application@he eWall Consortium, 2015)
D6.2.3 eWALL prototype /PRFhe eWall Consortium, 2015)

2.3 Structure of this document

Chapters 1 and 2 are dedeadtrespectively to the executive summary and to introductory
information on the role and structure of the deliverable.

Chapter 3 provides a description of scope of technical evaluation of eWall system and applications.

Chapter 4 provides Statement of qgdiance for components developed and implemented in Cycle
1, 2, 3(C1, C2, C3) related to technical evaluation characteristic defined in DoW.

Chapter 5 describes Lean Six Sigma evaluation methodology used for technical evaluation. Of the
eWALL platform,components and applications.

Chapter 6 describes testing and validation terms and principals used during testing and evaluation of
the eWALL system and applications.

Chapter 7 describes integration prototype status according work packages 3,4,5.

Chapter 8 provides conclusion related to described testing and validation and evaluation of the
eWALL system and applications.

Page 7 of 68
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3 Scope Statement

In scope of work described in this document is validation and technical evaluation of the integrated
prototype. Validation and technical evaluation of the integrated prototype include extensive
prototype and component testing in order to ensure anfeemrenvironment adapted to the end
users (both primary and secondary). A technical evaluation repdoised on the prototype
performance. Virtual test bed is used to help with testing and optimization. Evaluation of technical
characteristics is in scope. Evaluation of technical characteristic is based on statement of
compliance of leader partners.

Techncal characteristics which are evaluated are:

Interoperability

Interoperability is ability of the difference devices and services to cooperate seamlessly and provide
a unified experience to the user. It is done by system validation and verification tendi\ex

testing for facilitating the interoperation of the devices and services in eWALL. Interoperability is
defined as the ability for two (or more) systems or components to exchange information and to use
the information that has been exchanged.

Easypersonalization

Easy personalization is ability of the eunsler to adjust the eWALL system and its building blocks

to its needs without having any special ICT knowledge. System should enable implicit and
intelligent adaptation to the user profile and eomt

Mobility
It is ability of the user to be mobile while at the same time receives the eWALL services,
independence from location and service mobility.

Cost effectiveness/energy management
Support in reducing the energy consumption of the house.  System validation and
verification based on measurable units for energy consumption and-eotmomic analysis.

Low maintenance
It is ability of the system to work for hours without the need to perform maintenance actions.

Safety / security

Safety is a jdgment of the acceptability of the health risk (e.g., due to complications or adverse
effects) associated with using a technology. Safety may be defined more as a function of caregiver
judgment (in deciding whether to use the supporting technology fatiaypar case) than with the
technology itself. Preserving confidentiality, data integrity, strong authentication and authorization
mechanisms.

High reliability
It is ability of the eWall system to ensure proper operation even in the presence of faults.

Accessibility
Accessibility is the ability to access the eWALL services from everywhere. By using User
friendly interfaces, also addressing patients with chronic physical and cognitive impairments.

Page 8 of 68
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4 St atement of compliance

4.1 Statement of compliance for components C1, C2

Table 1. Statement of compliance for C2 componempi®sents short review of technical
characteristics for components developed in the Cycle 2 (C2)

FC1 fully compliant; PG partially compliant; NG not compliant; NAT not applicable

Tabl e St atement of compliance for C2
Inter - Easy Mobil | Cost Low Safety / | High | Accessi
opera- person ity effectiveness/ | maint- | security | relia | bility
bility alization energy enance bility
Component management
[
DPAM / body motion NC NA NA FC PC PC NA
I phl
DFM/Sleep | FC | NC | NA | PC | FC | PC | PC | NA
DFM/Personal FC NC NA PC FC PC PC NA
Hygiene
DFM/Visits | FC | NC | NA | PC | FC | FC | PC | NA
DFM/Sanitary Visits| FC ’ NC | NA | PC ‘ FC | FC | PC | NA
DFM/presence | FC | NC | NA | PC | FC | FC | PC | NA
DPAM / goatsetting FC NC NA NA FC FC PC NA
Healthcare FC NC NA NA FC FC PC NA
support/pulse
Healthcare
support/blood FC NC NA NA FC FC PC NA
pressure
Healthcare FC NC | NA NA FC FC | Pc | NA
support/O2
DPAM [ body motion NC NC NA FC FC PC NA
I ph2
DPAM / motivation FC NC NA NA FC FC PC NA
messaging
DFM/cooking
Relais, Gas Sensory NC NA NA FC FC PC NA
Temp, fridge door
contact

Page 9 of 68
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4.2

Table 2: Statement of compliance for C3 componemiesents short review of technical

Statement of compliance for C3 components

characteristics for components developed in the Cycle 3 (C3)

FC1 fully compliant; PG partially compliant; NG not compliant; NAT not applicable

Tab2 et at ement of compliance for C3
Interoperab | Easy Mobil | Cost Low Safet | High Accessibi
ility personaliza | ity effectiveness/e | maintena | y / reliabil | lity
tion nergy nce securi | ity
Component management ty
[
Healthcare
support/Stethg FC NC NA NA FC PC PC NA
scope
Healthcare
support/fall FC NC NA NA FC PC PC NA
detection
Physical
trainer /[Exercise FC NC NA NA FC PC PC NA
video
Physical
trainer/exercise FC NC NA NA FC Pc | PC NA
with bike,
treadmill, etc.
Cognitive FC NC NA NA FC PC PC NA
trainer/games
Cognitive
trainer/question FC NC NA NA FC PC PC NA
naire
DFM/entertain
ment KINECT FC NC NA PC FC PC PC NA
engeities i Al FC NC NA FC FC PC PC NA
quality
Domotics / FC NC NA FC FC Pc | PC NA
Humidity
Domotcs / FC NC NA FC FC Pc | PC NA
llluminance
Domotics / FC NC NA FC FC PC PC NA
Temperature
ROMOES FC NC NA FC FC PC PC NA
Doors, windows
I .
Domotics / FC NC NA FC FC Pc | PC NA
Applicances

Page 10 of 68
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Domotics /
Light control

Mobility
support /
Positioning

Mobility
support /
Activity
tracking

Mobility
support /
feedback

Mobility
support /
notification
management

FC

FC

FC

FC

FC

NC

NC

NC

NC

NC

NA

NA

NA

NA

NA

FC

NA

NA

NA

NA

FC

FC

FC

FC

FC

PC

PC

PC

PC

PC

PC

PC

PC

PC

PC

NA

NA

NA

NA

NA

In following phases of evaluatiome plan convert Linguistic variables into triangular fuzzy
numbers and enable evaluation conclusions based on quantified results.
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5 Lea$hi x Sigma evalwuation met hod

Lean Six Sigma is a methodology meant to drive process improvements in the deligegdsf

and services. It provides activities with the tools to improve the capability of processes. The
increase in performance and decrease in process variation leads to defect reduction and vast
improvement in profits, employee morale and quality of pebddt is rapidly becoming a
cornerstone philosophy among increasing number of organizations in the world. It is a process that
allows eWall partners to drastically improve their bottom line by designing and monitoring
everyday eWall activities in ways thainimize waste and resources.

Fi ga&r eDMADV process

Definei Identify design goals

Measurei ldentify critical to quality characteristics

Analyzei Consider design alternatives; Create Higlel designs; Evaluate design

capability to determine best design

Designi Complete detailed design; Optimize design

Validate T Confirm design performance meets customer requirements; Pilot/Prototype and
implement design

E R

= =

Fi ga@&r eDMAI C process

1 Definei Study current state; ldentify scope; Establish metrics: performance indicators
linked to the eWall strategy and aligned to customer expectations

1 Measure- Baseline current state; Determine gap between current and desired states

1 Analyze- Study caus@ndeffect relationships; Identify sources of variation

1 Improve i Identify improvement metric strategy; Initiate changes

1 Control 7 Establish control mechanisgéerify improvements; Update control plan

Technical evaluation methodology is a process which is required for reaching high quality of

evaluation of the developed eWALL system. eWAEkaluation team has to evaluate the

eWALL system by monitoring flow of information through the eWALL system. On the

determined quality level, the eWALL Consortium has a possibility to improve services of

eWALL system.

Page 12 of 68
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5.1 Evaluating Characteristics
Tab3d:Bvaluating Characteristics
Evaluating Description / Variables Evaluation techniques
Characteristics and methods

Interoperability

Ability of the difference devices ar]
services to caperate seamlessly a
provide aunified experience to the user.

System validation an
verification. Extensiveg
testing for facilitating thg
interoperation  of  th¢
devices and services
eWALL.

Easy
personalization

Ability of the enduser to adjust thg
eWALL system and its building blocks
to its needs without having any speci
ICT knowledge. Implicit and intelligent

Questionnaires;
observations; interviews
process analysis.

maintenance

adaptation to the wuser profile an
context.

Mobility Ability of the user to be mobile while Observations; interviews
the same time reocss the eWALL questionnaires, technic
services. Independence from locatio| validation.

Service mobility.

Cost Direct: consultation hour, transfer System validation an

effectiveness/ personnel. Indirect: lost working hoy verification based o

energy per clients Capital cost: equipmg measurable units fd

management (purchase, reformsBupport in reducing energy consumption ar
the energy consumption of the house. | techneeconomic analysis

Statistical Analysis.
Low Ability of the system to work for hou Observations, technic

without the need of performin
maintenance actions. Sel+ healing
mechanisms

validation and statisti¢d
analysis.

Safety /
security

Safety is a judgment of the acceptabilit
of the health risk (e.g., due tg
complications or adverse effects
associated with using a technolog
Safety may be defined more as

Technical validation. Ris
assessment. Observatio
interviews, questionnaires

Page 13 of 68
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function of caregiver judgment (in
decidingwhether to use the supportin
technology for a particular case) thg
with the technology itself. Preserving
confidentiality, data integrity, and stron
authentication and authorizatio
mechanisms.
High reliability Proper operation even in the presenc{ System validation an
faults.Fault tolerance. Verification. Monitoring
& Measuring ugtime and
downtime as well a
service response.
Accessibility Accessibility  to the eWALL System validation an
services from everywhere. Usq verification.
friendly interfaces, also addressin Questionnaires;
patients with chronic physical an{ observations; interviews.
cognitive impairments
Technical Technical aspets, Tests, reviews, guideline
properties required infrastructure, hardwal Evaluation reports.
software, conformance to standards
5.2 Evaluation methodology framework

Evaluation methodology framework is based on four entities: users, tests, evaluation team and
eWALL test system. In the first phase, the virtual users (Simpson and Bob) were created. More
users created for M24 Prototype. Their activities are monitoregstihd environment, especially
created for this purpose: virtual test bedlewel2 environment. Evaluation team consists of team
work of four packages: WP3, WP4, WP5 and WP6. The team evaluated eWALL system according
to evaluation methodology framewog&hown atFigure 3). Different groups of tests (smoke tests,

load and stress tests, usage model test and regression tests) were used for different use

Page 14 of 68
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- -

Fi g@8ed&ALL evaluation frameworKk

eWALL OpenStack (Cloud operating system)-lmtel2 environment has been established- Int
level2 environment is dedicated environment that is used for end2end testing of eWALL system.
eWALL system components from development environment (eWALL OpenStack dev
environment) have been deployed onléwel2 environment to represent currently developed
components of eWALL platform and applications in testing environment. Oieviek2
environment there are 7 virtual machines, but current system four of them: mengéeiel-2,
homeint-level2, platformint-level2 and applicationmt-level2 for end2end testing of eWALL
prototype. Homent-level2 virtual machine is used for deploymefitdevice gateway, couchDB
and remote proxy components. Platfeimtilevel2 virtual machine is used for deployment of cloud
gateway, eWALL portal, IDSS components, notification manager, profiling server and lifestyle
reasoners. Applicatieimt-level2 virtual machine is used for deployment of eWALL DFM and
DPAM Applications, eWALL Mainscreen, and eWALL portal. Instead of connecting real sensors
to intlevek2 environment 0Shadow Userso simulator
Simpson user data. Thdata is used further in the end2end system for verification of data flow
from CouchDB to eWALL Applications (DFM, DPAM).

Tab4ledtexelvi rt ual machines
Virtual machines

Mysqgl-int-level-2
Mongodbint-level2
memchachedht-level-2
rabbitmgint-level2
homeint-level2
platforntint-level2
applicationsint-level2
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6 Testing and validation

Software testing is an important part of eWall software development. Any incorrect human action
that produces a problem in the system is called error. Deviation between expected behaviors to
actual behavior of the system is called defect. The deviatiomifidd by enduser while using a
system is called a failure. Presence of errors during software development results in defects and
presence of defects results in failure of the eWall system as a product.

Generally software has defects because of: iecorrequirements, wrong design, poor coding,
complex logic, complex technology, work pressure, frequently changing requirements.

Software Testing is a process of verifying are we developing the right product or not and also
validating does the developedoguct is right or not. Verification is a process known as static
testing and Validation is a process also called as dynamic testing. Code review and unit testing are
part of WP3, WP4, and WP5 while integration testing and System testing are in scope.of WP6
WP6 testing approach is based on traditional testing approach or positive testing which shows that
the system does what it should. Most common defects: incorrect functionality, incorrect data edits,
poor performance, poor security, incompatibility, pddr i User interface, poor usability.
Objectives of Testing : to confirm whether the application is developed according to customer
requirements or not, finding defects, to make sure all problems are resolved and close, help to
deliver a quality product andsk-free product to the customer. Dynamic testing is carried out at
following levels of testing: unit, integration, system, user acceptance. A smallest separable portion
in the source code of the application is called unit (functions, proceducgs,Testing conducted

on these units to check if the code behind the units is working as expected or not is called unit
testing. It is also called module testing or component testing. Once all units are tested and integrated
WP6 check interactions among tlmits which is called integration testing. Unit testing and
integration testing is collectively called white box testing. White box testing is helpful to reduce the
defects as early as possible. Black box testing is conducted on the application by @ie6ékto
whether the application is working according to designed requirements. White box testing is
conducted by developer in a technical perception where as black box testing is conducted by test
engineers with endser perception. Programmers/developer$ @anduct white box testing in a
positive perception whereas tester will conduct black box testing with a negative perception where
there is a more chance of finding more defects. The more identified defects results in a quality
system. White box testingill not cover norfunctional areas. As functional requirements are also
very important for production system those are covered in black box testing.WP6 used functional
system testing approach called Smoke Testing. It is a kind of quick test carried ¢l on
application to determine whether the application is testable or not. Testing of software application
by following all preplan procedures and proper documentation is called formal te$astng of
software without following any procedures and doeuntation is called Adhoc testing. It is also

called informal testing. Risk Based Testing (or) Priority Based Testing: Identifying the critical
functionality in the system and testing it first or conducting testing in the same order of priority is
called isk based testing or priority based testing-t&sing is testing functionality again or testing
functionality repetitively. Raesting comes in the following 2 scenarios: a) Testing a functionality
with multiple inputs to confirm if the requested validas are implemented or not; b)Testing a
functionality on the modified build to confirm the bug fixers are made correctly or not. Regression
testing is process of identifying various features in the modified build where there is a chance of
getting affectd and retesting these features. The new functionalities added to the existing system or
modifications made to the existing system or the bug fixes may introduceffades. Regression
testing helps to identify eventual side effects. End to End Testintgsisng the overall
functionalities of the system including the data integration among all the modules. Testing
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conducted on an application unevenly or-zag way with an intension of finding tricky defects is
called monkey testing. Validating various rAfunctional aspects of the system such as user
interfaces, user friendliness, security, compatibility, load, stress and performance etc. is called non
functional system testing. Ul / GUI Testing: Validating if all user interfaces are professionally
desigred or not is called Ul Testing. Check List for manual Ul Testing: check if all basic elements
are available in the page or not, check spelling of the objects, check alignments of the objects, check
content displayed in web pages, check if the mandatotgisfiare highlights or not, check
consistency in background color, font type and font size etc. Usability testing means checking how
easily the end user is able to understand and operate the application.

Security testing is validating whether all securdynditions are properly implemented in the
software or not. Check list for security testing: check if the sensitive data such as password, credit
card, CVV numbers are getting encrypted or not; check browser navigation after logout; check
direct URL acces#or the both secured and neecured pages, check for session expiry; check view
source code option for secured pages; check for authorization; check for authentication; check
cookies. Performance testing is a process of measuring various efficienatetistias of a system

such as response time, through put, load, stress transactions per minutes, transaction mix. Load
testing means analyzing functional and performance behavior of the application under various load
conditions. Checking the applicatiorehavior under stress conditions is called Stress testing in
other words reducing the system resources and keeping the load as constant checking how
application is behaving. Checking how system is able to handle some unexpected or unpredictable
situations $ called recovery testing. Globalization testing is checking if the application having a
provision of setting and changing languages date and time format and currency etc. Installation
Testing is checking if we are able to install the software successtulipt as per the guidelines

given in installation document. Unstallation Testing is checking if we are able to uninstall the
software from the system successfully or not. Compatibility Testing is checking if the application is
compatible with the diffrent software and hardware environment.

Test Planning is the first phase of system testing where the management plan the high level and
detail testing activities to be carried out. WP6 and other stakeholders define test strategy and based
on this test stategy the detail plan called test plan is prepared. Test strategy is high level
management plan and approach that provides sufficient confidence on the project being tested. Test
plan is detail day to day work plan that explains scope, approach resaufcgsria schedules etc.

6.1 Prototype optimization

Prototype optimization includes improvements in problem areas as defined by the testing and
technical report. Virtual test bed used to help with testing and optimization of the intelligent

decision support sywm. Small scale tests with both primary and secondary users performed to

identify areas of optimization in user interface and applications and possible problem areas in
functionality. eWALL system optimization performed on component developed in Cyaid 2 a

and implemented in improved components which are part of Cycle3 (Task 6.3).

6.2 End to end testing

During the testing functionalities are carefully examined. For the system to pass End to end testing,
it needs to be functional and successfully sta@ehducted testing fall into two groups:

0 Deployment testing (verify successful deployment of proper versions),
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0 Functional testing (verify that every component is running and that basic functions are

accessible).

Tab3 @omponentwhf ch

functcondluctedting

Platform

Data manager

Data manager persistence

eWall portal

IDSS

Notification manager

Profiling server

Applications

Daily functionalmonitoring (DFM)

Daily physical activity monitoringDPAM)

Main screen

Bricks

Fall detection

Motivation messaging

Presence detection

llluminance

Temperature

Humidity

Weather

Body motion

Goal setting

Exercising video

Sleep monitoring

Doors and windows

Sanitary visitorservices

Voice and sound

Messaging

Admin tools and security protocols
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Pulse

Blood pressure

Oxygen in blood

Questionnaires

Entertainment content

Cooking services

6.3 Usage model testing

Important segment for integration testing is the usageel testing group. These tests are GUI
based for the most part, so they can also inspect the GUI responsiveness and accessibility.

Tabd:Best cases for integration testing is
Resp Test
Test Test case descripon T?St =cenario Expected outcome onsi o) e
input data ble ucte result
d
eWall portal
username:
pAdmin eWALL Portal is
LOG IN password: admir logged in uoz vy OK
New region is
Name:Zagreb visible ineWALL
Adding new region = Country:Croatia Portal uoz vy OK
Pressing
delete/garbage
Delete region button region is deleted UOZ Y OK
Pressing USER
Available user's tab Listofusers UOZ Y OK
Pressing add nev  User detail form
Filling new user form user appear uoz v OK
Pressing edit User detail form
User edit profile button opens uoz vy OK
Region selection = Choosing region  Region details UOZ Y OK
Choosing role of User role
User role user administration pagt UOZ Y OK
Pressing
delete/garbage
Delete user button User deleted UOZ Y OK
Pressing button
Adding new services new services List of services UOZ Y OK
Pressing edit
Services edit button services details UOZ Y OK
Pressing

Services delete delete/garbage  Services deleted UOZ Y OK
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button
Pressing
Availableapplications application tab List of applications UOZ Y OK
Adding new Pressing add ne\
applications button Application is addeiUOZ Y OK
Pressing edit
Application edit button applications details UOZ Y OK
Pressing
delete/garbage
Application delete button application deletec UOZ Y OK
Pressing sensin¢ List of environment
Sensing environment environment tab data uoz vy OK
Pressing

Deleting/editing data edit/delete buttor edit/delete form UOZ Y OK
New user creation = New user form

platformadministrator ~ submission No respond uoz vy OK
New user creation =~ New user form
region administrator submission No respond uoz vy OK
New user creation =~ New user form
caregiver submission No respond uoz v OK
New user creation =~ New user form
informal caregiver submission No respond uoz v OK
New user creation New user form
primary user submission No respond uoz v OK
Portal -
Main screen
Crossing
Pressing

delete/garbage
button at eWALL Deletevisible at

DFM application delet: portal main screen UOZ Y OK
Pressing add ne\ Application visible
Adding DFM application at at main screen (wit
application eWALL portal delay) uoz vy OK
Pressing

delete/garbage
button at eWALL Delete visible at

DPAM delete portal main screen UOZ Y OK
Pressing add ne\ Application visible
Adding DPAM application at at main screen (wit
application eWALL portal delay) uoz v OK
Pressing

Delete Daily Physical delete/garbage
Activity Monitoring  button at eWALL Widget not visible a

Widget portal mainscreen uoz Y OK
Pressing add ne\
application at Error during

Adding widget DPAM  eWALL portal submit!Conflict UOZ Y OK
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6.4 Load and stress testing

Load testing is aimed at identifying the maximum operating capacity, detection of bottlenecks and
measuringesponse times of a system. The tests are designed to reproduce the conditions where the
system is at an anticipated peak load conditions, but still fully operational. On the other hand, stress
testing takes the conditions even further and tests the syatene those peak conditions to
determinate the stability of the system and to detect breaking points. The test scenarios for this
group of tests are designed around repetitive tasks from a simulated number of users simultaneously
using the application

Tedhnical evaluation and testing process are showrkFigare 4. Process starts
userso simulator which f i | ilulatesousec (BiDfon). Tha datab a s
are transferred to eWALL software platform and further processed and displayed in eWALL
applications.

4

i ' ] ( | Cloud Profil
Shadow users simulator ] ‘ CouchDs ‘ ‘ Remote Proxy ‘ B MongoDB sorver

Start device ggteway (test case 1.1)

Start|sensor motes .f:esi tose 1.7)

Start|periodic measurements (test case 1.9)

Stgrt DGw clients {test case 1.18) N

Start Remote Proxy (tgst cose 2.1)

Start Cloud Gafieway (test case 2.6)

Start Profiling Server (fest case 2.7)

Sensars doto Sensors dota

Sensors data Sensors data

Sensors data Sensors dota

¥ Y ¥
Y L4 ¥

Store JSON dota

Extract new JSON data
e

Send JSQN dato ta cloud via REST;(‘ il interface

Store JSON data fron) sensing enviranment (teqt cases: 2.2, 2.3, 2.4)

—————% Userinteraction [ WP3 components

Systa nts interact WP4 companents
_— -
YStem components interaction WPS components

Fi gdmesting process

6.4.1 Automated performance tests for the Profiling Server

Automatedperformance tests are conducted uditig://loadstorm.com(but there are also some
alternatives such as https://loadfocus.com/, https://loadimpact.com/, https://www.blitz.io/
https://loader.io/ https://blazemeter.com/http://apimetrics.id/ If the results will still be active

online you can also see it dtttps://pro.loadstorm.com/?site=http://ewall.radio.pub.ro/platform
dev/profilingserver/#!test/521536 Also http://www.webpagetest.org/result/150729 2X DRN/
gives nice overview (link is on results of Prof Server test, notice different fields: Summary, Details,
Performance Review, Content Breakdown, Domain, Screen Sltloi§ can be used also favP5

apps tests. Unlike Apache JMeter or SoapUl these are totally web based (e.g. Blaze Meter records
automatically app activity and saves it as JMeter script which can be loaded later or exported
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directly to Blaze Meter test). This is a result of effat€ENT to see how our eWall cloud platform
behaves.

Overview

fonts googleapis.com
ewall_radio.pub.ro

100.0% CQuickStorm of ewall radio. pub.ro

Test Statistics Test Information
4,304 QuickStarm of ewall radio.
12.83 TI28115 8:53 AM
8.66
5,244 (ms)
B45 (ms)
0.0838 (GB)
170.75 (kB/s) Minutes At Peak
9534 (kB/s) linear
o

Fi gbrePerformance testing overview

Requests per Second Summary

Requests Per Second
Concurrent Users

Elapsed Time{min:sec)

Concurrent Users — Reguests Per Second

Fi géreRequests per Second Summary
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Response Times Summary

Concurrent Users

n
£
a

E
-
a
L)
=
=]
o
(]
a
0=

Elapsed Time{min:sec)

Concurrent Lisers Average Response Time — Peak Responsae Time

Fi giir eResponse Times Summary

Throughput Summary

Throughput (kB/s)
Concurrant Users

Elapsed Time{min:sec)

Concurrant Users — Throughput

Fiug& Throughput Summary
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Emors Summary

i
0
Qi
T
1] =
= Y
5 :
| -
< 2
& 5
=4
O
w

Elapsed Time{min:sec)

Concurrent Lsers — Errors

Fi g@reErrors Summary

Response Times

4

% Errors
Response Time (ms)

/

/
f
[

/

Elapsed Time(min:sec)

— Average Response Time — Peak Response Time — Errors

Figadabe Response Ti mes
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Response Time Distribution
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FigafoieResponse Time Distribution
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Tab® e Response by Resource I

Response By Resource

Peak
Fesponsa

fonts.googleapls.com.ces Tramily=D0roid +5ans 400,700 126.69 24.00 25.00
ewall.radio. pub.rodplatform-dey/proflling-server 284.81 =35.00 Tra.0o
ewall.radio. pub.rodplatform-gey/proflling-servern’cesineset o58 165.71 236.00 gra.oo

Resource Siza (KB)

ewall radio.pub.rodplatform-gey/ proflling-sery en'cs5/SCreen.cs5 440335 1,55900 2,033.00

ewall radio. pub.rodplatiorm-gey!profiling-serveniinishred. bundie.|s 503863 2,789.00 4,200.00

ewall radio pub.rodplatiarm-de v/ profiling-serveniingquery- 5,500.06 301900 4,443.00
1.5.0.min.js

ewall radio. pub.rodplatiorm-gey! profiling- 97.95 67200 1,539.00
server/lnjquery sliideto.min s

ewall radio pub.rodpliatiorm-dav!profiling- 138.33 452.00 95200
server/lndquery. wiggle.minjs

ewall radio.pub. ro/platform-gew/profling-serveriindguery.ba- 43420 1,09700 1,533.00
bibq.min.j&

E'!'HLI-HlﬂH].FIIJD.rD.'HE'H'HITI'I-EE'!’.'P’I’D“"Hg-EEﬁ'Eﬁ“hﬂ'lEﬂmEﬂErE— T7.431.50 2.5495.00 3.522.00
1.0.0s

ewallradio. pub.ro patorm-sey proniing -6 &reenin N SerECone- 1,380.30 970.00 1,343.00
min.}s

ewall radio. pub.rodplatiorm-gev!profiling-serveniinackbone- 1,738.26 02300 1,480.00
min_}s

ewall.radio. pub.ropatiorm-gewprofling-serverin/iswagger s 502256 1,507.00 2,365.00
ewall.radio. pub.ro/piatiorm-gev/profling-serven'swagger-ul |s 037370 257400 3,655.00

ewallradio. pub.roplatform-gew/proflling- B24.35  716.00 2,004.00
serverTnmighight.7.3.pack |5

ewall.radi. pub.ropatiorm-gev!profling-serverliniswagger- 74083  E55.00 1,063.00
cauth js

ewall.radi. pub.rodplatform-dev/profling-serverfapl-docs 349.04 ES6.00 1,224.00
ewallradia pub.rodplatform-gey/profling- 133.62 Si4 00 E55.00
senverimagesiogo_smallpng

ewall.radio. pub.rodplatform-dey/proflling-server'apl- 464 .62 100 1,157.00
docsidefault'acceleromatar-measuremants-coniroler

ewall.radio. pub.rodplatform-gey/proflling-server'apl- 361.20 74500 1,259.00
docsidefault'aciivity-sensing-contnoller

ewall.radio. pub. rodplatform-gey/ profling-seryenapl- 320.28 &01.00 SEB3.00
docsidefault'applance-power-s2nsing-contnoller

ewall.radio. pub.rodplatform-dey/proflling-server'apl- 488.60 BS6.00 1,717.00
decsidefault'applcation-controller

ewall radio. pub.rodplatiorm-dev/profiling-server’apl- T96.62 B34.00 1.4D02.00
docsidefaultbasic-emor-controller

ewallradio. pub.rodplatiorm-dey/profiling-serven’apl- 319.06 E35.00 1,1B5.00
docEidefault' daor-slates-controlier

ewallradio. pub.rodplatiorm-dev/profiling-server’apl- I76.43 Ti6.00 1,122.00
docsidefault'endpaint-mve-adapier
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Tab8 e Response by Resources

Response By Resource

Resource

ewall.radio. pub.ro/platform-gay/profling-senvenapl-
docsidetaultienviron ment-mvc-endpalnt

ewall.radio. put.ro/piattorm-sev/ pronling-serveriapl-
docsidefaultenvironmens-sensing-controlier

ewall radio. pub_roplattorm-gey/profiling-senvenapl-
docsidefaultigases-measurements-controlier

ewallradio. pub.rodplatform-dev/profiling-server’apl-
docs/default'gp-scoordinates-coniroller
ewallradio.pub.rodplatform-dev/profiling-server’apl-
docs/defaullheanh-myvc-2napoint

ewall.radio. pub.rodplatrorm-gey/ proniing-senenapl-
docsidetaulumidity-measuremants-controlier

ewall.radio. pub.ro/platrorm-gey/ proniing-senvenapl-
docsidefaultluminanca-meaasuramenis-contraller

ewall radio. pub._roplattorm-gey/profling-senvenapl-
docsidefaultmatiress-pressure-g2nsing-contnoller
ewall radio. pub_ro/plattorm-gey/profling-senvenapl-
docsidefaultmetrics-mye-endpalnt

ewall radio.pub_ro/platform-gey/profing-senvenapl-
docsidefaultmovement-measuremants-controller
ewall radio.pub_ro/platform-gey/profing-senvenapl-
docs/defaultreglon-coninolier

ewall.radio. pub.ro/piattorm-gev/ profling-senvenapl-
docs/defaultserdce-controlier

ewall.radio. pub.rodpiattorm-sev profling-servenapl-
docs/detaultspeaker-s2nsing-controler
ewallradio. put.rodpiattorm-sey pronling-serderapl-
dpcs/defaull e mpSratune-measuremants-controler
ewallradio. put.rodpiattorm-sey pronling-serderapl-
docs/defaulluser-authenticator-controler
ewall.radio. pub.ro/piattorm-gev/ pronling-senvenapl-
docsidefaultser-contoller

ewall.radio. pub.ro/piattorm-gev/ pronling-senvenapl-
docsidetaultvisal-sensing-controlier

ewall.radio.put.ro/piattorm-sev/ pronling-serveriapl-
docsidefaultivitals-sensing-controlier

Size (KB)

179.11
5AT.40
Tad.6d
358.56
HE.T3
41750
42269
3356.33
178.83
41745
443,91
444 53
246.64
42269
399.34
1,556.96
332.53

T26.60

Average Response Time (by source)

Average Response (ms)

FigaPkPeAverage

Elapsed Time{minsec)

— Wirginia, LFS&

Response

Peak
Responss
1,187.00

1,224.00

1,545.00

1,563.00

1,277.00

§51.00

1,511.00

1,143.00

563.00

1,113.00

§99.00

1,001.00

1,415.00
1,043.00

1,555.00

Ti me

2/

(by

2

Page 27 of 68

sourdc



610658 i eWALL Dissemination level: PU

Results of performance testing are baseline for next cycle afgeBgrformances are according
expectations. No errors.

6.4.2 Automated functional testing by Selenium IDE

Web testing tools are useful to take out all bugs from websites/web applications in limited time
period and limited cost. Determining and fixing a bdgafting a bug sheet, and determining
priority and severity is hard during development phase of websites. Most of the bugs come due to
functional issue of the website/web application. So, to come out of functional issues, we have
analyzed and provided someb functional/regression testing tools.

Selenium, TestCafe, CasperJS, Screenster, SoapUl, Sahi, Watin, Watir, QTP (UFT), Ranorex

On Figure 13 Selenium used for automated testingMdinscreen single webpag8elenium IDE
has been established for FireFox and Chrome. It is useful to repeat previously recorded test cases.

@ bobtc1-20150722 (untitled suite) - Selenium IDE 29.0 l= | B i
Datoteka () Uredi Actions Options Pomod
Base URL  http://ewall.radic.pub.ro/applications-int-level-2/mainscreen/Z/main -
=20 BE b= | @ O-e
Test Case Table | Source |
bobtcl-20... Command Target Value
click css=div.ewall-main-menu-fr... i
click css=#physicalTrainer > div.e.. =
I ‘ click css=div.ewall-window-close-..,
click css=FhealthcareMonitor = s...
click css=div.ewall-window-close-...
click css=FdailyFunctioningMonit..,
‘ click css=div.ewall-window-close-.., -
Command -
I Target Select Find
Runs: 1 Value
Failures: 1

| Log | Reference | UI-EIementl Rollup |

Arguments:
® Jocator - an element locator
Chicks on a link, button, checkbox or radio button. If the click action causes a new page to load (like a link E

usually does), call waitForPageTeLoad.

FigafSel enium used forMaunhsmaetend sesgliagwe

Results of automation testing confirms that after design of applications will be finished we can
save testing scenarios and automatically repeat before deployment of any change in system as a part
of software upgrade testing.
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In this

|l ntegration prototype status

chapter will present eWALL M21 and M24 prototype. More information about full achieved

C2 (M21) prototype can be founded in D6.2.2. and in D6.2.3. related to C3 (M24) prototype.

7.1

Integrating WP3 components

Between theM18, M21 and M24 prototypes, the hardware components of eWALL have not
changed significantlyThe changes are outlined in thable9 below:

w

0 Door/windon dry contacts: They have been fully integrated into the environmental mote and
the environmental JSON message.

0 Bed sensing: Arduino solution and the commercial Beddit have been integrated. and initial
tests with the commercial Beddit conducted.

0 Activity sensing: Apart from our Lilypad based solution, experimenting with the
commercial ProMow8D and the Fitbit finishedl'he Fitbit solution is now fully integrated.

0 Vitals sensing: Arduindbased SPO2 measurements are fully integrated into the medical
JSON mesage. Commercial stethoscope ThinkLabs One is also fully integrated. Integration
of the Bluetooth commercial devices for SPO2 and blood pressure are in their final stages
following the Continual Alliance protocols.

0 Kinect sensing: Audio support for KinekBox 360 is now in place. Because the device is
now deprecated, we switched to Kinect for XBox One, where only video (depth and visual)
support is provided to datall visual processing components are integrated.

0 Continua Alliance devices integration irwice gateway: the antidote CA library already
ported to device gateway, device (OMRON and NONIN) testing, structures and interfaces
adaptation still work in progress (to be finished in C4).

0 Device gateway support of actuators: SensorDevices class idethee gateway being
modified to support actuation capabilities, since it already supports gateway to
sensors/actuators communication (work still in progress, to be finished in C4)

Overall, the status of home sensing is as follows:

Tab3 eh® hardware components of eWALL
Device . CouchD Remote . Integration
Category HW GW Processing SW B proxy Simulated cycle

Visual Kinect Not Proximity ~ N/A  N/A  NIA M18
connecte

Visual Kinect Not Face tracker: Yes Yes Yes M18
connecte(C++ ready
Not Speaker

Audio Kinect diarisation: Yes No No M24
connecte

Java ready

Audio Kinect Not Memory book No No M24
connecte quiz

Audio Kinect Not Cough No No No M24
connecte( detection

Medical SPO2 arduino Yes Data Yes Yes No M18
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forwarding
Medical  SPO2NONIN  NOt Not Yes  Yes No M21
supportec implemented
Medical BI00(_JI pressure  Not .NOt No No No M21
Arduino connecte(implemented
. Blood pressure  Not Not
Medical OMRON supportec implemented No No No M21
: Stethoscope Not Not
Medical Thinklabs 1 supportec implemented No No No M21
Yes
Fall Analogue Yes Under Yes Yes (always M18
accelerometer development
false)
Yes
Fall ProMove3D Not Under Yes Yes (always M21
supportec development
false)
Body motion Analogue Yes IMA, 1SA, Yes Yes Yes M18
accelerometer steps
Body motion ProMove3D Not IMA, 1SA, Yes Yes Yes M21
supportec steps
Exercise Bluetooth , Not .NOt No No No M24
connector & Bike supportecimplemented
Sleep Arduino: Pressure Pressure on, Yes Yes Yes M18
analogue acc IMA
Sleep Beddit, Withings Not Pressure on, Yes Yes Yes M21
supportec IMA
. PIR, humidity, gas
aEInvwonment dry contact, Yes E)?\E\?ar din Yes Yes Yes M18
illuminance g
Environment Smartplug Not NOt No No No M21
al supportec implemented
Environment Light control Not Not N/A N/A N/A M21
al actuator supportec implemented
Mobility Smartphone GPS Not NOt No No No M24
support supportec implemented
Mobility Smartphone Not !\Iot No No No M24
support sensors supportec implemented
The devices which are Part of eWALL would be instalied t he c¢cl i entds hom

software components (delivered by commercial vendors) are fitted and configured, while the
software (eWALLspecific or 3rd party) is installed in the Home PC or the smartphone.

Development of Device Gateway is part of WP3 group. Prototype device gateway includes
following main components:

1 libDeviceGateway: the generic device gateway library able to connect perceptual devices
with device gateway clients in a muttevicemulti-client manner.

1 libSensorDevices: device gateway sensors (sensor gateways) wrappers and implementations
including Arduino, Libelium and CA certified BlueZ devices.

1 libAVDevices: device gateway AV devices wrappers including the Kinect solutions.
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1 libDGwSockets: generic socket communication library used by the device gateway and the
device gateway clients.

1 Accelerometer: device gateway client that performs the accelerometer data processing in
terms of step counts, IMA and ISA calculation.

1 libVisual: devie gateway clients that use the visual streams to perform movement detection,
tracking, facial expression recognition, gender recognition etc.

1 libDGwClientSensors: device gateway client that stores the environmental parameters in the
couchDB database.

1 libDeviceGatewayWrapper and libDGwClientJavaWrapper: device gateway and device
gateway generic client wrappers for Java used by the remote proxy for remote data
management and device control.

1 Supplementary components: curl_helper (for couchDB interfacing), $pamt_dgw (for
JSON data support), time_funcs (time related library), antishatster (for support of CA
certified sensor devices).

The eWALL devices | ocated at the care recipie

Main screen (touchscreen): ELO 4201L

Home PC: Gigabyte Brix

Android smartphone: Samsung Galaxy S4

Kinect for Xbox One & PC adapter

Trivia: USB hub, cables (Ethernet, USB, HDMI), keyboard & mouse
Socket sensors: Plugwise Stick and Circles

Home environment sensors: Arduino explorer and custom packaged Arduino sensing
solution

Controlled lighting: Philips Hue gateway and lamps

Wearable: Fitbit ChargeHR

Bed sensor: Beddit

Blood pressure monitor: Omron

Pulse oximeter: Nonin

=4 =4 =48 -4 _9_-°

= =4 -8 -8 A

All components passed technical evaluation and fit to required technical properties.

7.2 WP3 integration tests

All the above mentioned components have been tested for networking, data transfer and metadata
generation. Those with device gateway or local server connectivity to the system forward metadata
to the CouchDB. Those with web server connectivity iategrated directly at the cloud level
(WP4/5). As a result of our tests, all metadata appear as expected in the local CouchDB and the
cloud MongoDB.

7.3 Integrating WP4 components

eWALL system is divided into two main subsystems: eWALL Sensing environmdng\&A\LL
Cloud environmentKigure 14).

eWALL Sensing environment includes:
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O«

(@4

eWALL Devices (sensors, actuators and presentation devices) responsible for implicit and
explicit interaction with the end user(s),

Home Sensing Middleware responsible for connecting and configuring the end user
devices, managing local data (in terms ¥gcy, etc.) and for sending data (that is allowed
to be sent) to the eWALL Cloud,

Local Context Management responsible for low level (context) data processing and
extraction.

eWALL Cloud environment includes:

0

O«

Cloud Middleware responsible for all cloudnemunication infrastructure, data management
(storing, retrieving, transforming) and interoperability with external systems and data
sources,

Horizontal Platform Services responsible for providing common functionalities needed for
development of personalidend intelligent services,

Service Bricks responsible for utilizing Horizontal Platform Services and providing a set of
functionalities to be used by eWALL applications,

eWALL applications responsible for delivering the functionalities of eWALL systethdo
end user(s).

Following Table10 shows components developed within WP4:

Tabl® WP4 Component s

WP4 component Description in deliverable: Responsible partner(s)
Remote Proxy D4.4.2 ENT, UPB
Cloud Gateway D4.3.2 ENT, UPB
Profiling Server D4.4.2 ENT
Commons data model D4.1.2 ENT
IDSS reasoner automat D4.2.2 RRD
goaksetting
IDSS reasoner sleg D4.2.2 TUS, UOZ
anomaly classifier
Notification Manager D4.4.2 UKIM
eWALL Portal D4.4.2 HP, ENT
eWALL Platform login D4.4.2 HP
Data manager D4.3.2 ENT
eWall Eureka server Will be introduced in D4.1.3 (dul ENT

in M27)
IDSS exercise reasoner | Will be)introduced in D4.2.3due| ENT

in M27

Page 32 of 68



610658 i eWALL Dissemination level: PU

Al |l WP 4 component s can be f ound servérn W
(http://serv2.radio.pub.ro/qitlab, which i s conne tCoatiduous integpationj e c t
server fttp://ewall.radio.pub.ro/jenkins/job/wgel/moduled configured to automatically deploy
components on thelatform-devcloud environmerit

In comparison with M18delivery following new featui@sd components have been added:

(@]

eWALL Platform login component.

O«

eWALL Portal component

O«

Remote Proxy component

(@]

Cloud Gateway component

(@]

Profiling Server component update from M12 component with respect to M18
requirements, also an addition of RESTful end® for storing and deleting user
credentials data needed for the authentication with the eWall system. The passwords are
hashed and stored to the separate part of the eWallMongoDB database. New REST interface
for checking if the given user is allowed/enticated to access the eWall system was
added.

0 IDSS reasoner motivational messages component and IDSS reasoner sleep anomaly
classifier component

0 IDSS reasoner automatic gesdtting component
0 Commons data model

As a help to the developers (mostly fralP5) using WP4 components following documentation
has been added/updated:

O«

Swagger interactive documentation (described in D4.4.x) has been added on all components
exposing RESTful API (Cloud Gateway, Profiling Server, Notification Manager..).

O«

Javadoc (desibed in D4.4.x) has been added for new functionalities as well as improved
for old ones so that every class and method is documented properly.

New functionalities (with respect to M18 version) can also be found in D6.2.3 (section 6.1 on
eWall Platform)

WP4 components wiki pages describing different functionalities and offering guidelines and usage
instructions:

http://serv2.radio.pub.ro/gitlab/wp4/wp4project/wikis/home

thttps://about.gitlab.com/gitlabe/

%http://jenkinsci.org/

3DEV environment is a set of virtual machines for developmépplicationsdev vm for servie bricks and
applications, Platformrdev. vm for central systemHomedev. vm for hosting what is installed in a home
environmentMysgtdevandmongodbdev. vms for databases.
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7.3.1 Conducted tests related with WP4
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Hardware
Layer

t wo

Following Table11 shows list of tests conducted by Swagger (for components which have it).

Li st consi st of 172 test s, 114 tests

are also OK andrror code is mostly due to inputs or testing data.

passed W

Issue #28 reported on Notification Manager: Currently all exposed APIs on Notification Manager
do not specify Request Methods. As a consequence the same result is achieved by calling the

endpoint by HTTP GE T, POST, DELETE, HEADE

Tablle WP4 components tested
3.1 Accelerometer Measurements Controller
3.1.1 | addNewContent
3.1.2 | updateContent
3.1.3 | deleteContent
3.2 Basic ErroController
3.2.1 | error (GET)
3.2.2 | errorHtml (GET)
3.2.3 | errorHtml (POST)
3.2.4 | errorHtml (PUT)
3.2.5 | errorHtml (PATCH)
3.2.6 | errorHtml (DELETE)

by Swagger
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3.2.7 | errorHtm| (OPTIONS)

3.2.8 | errorHtml

3.2.9 | errorHtml (HEAD)

3.2.10 | error (HEAD)

3.2.11 | error (POST)

3.2.12 | error (PUT)

3.2.13 | error (PATCH)

3.2.14 | error (DELETE)

3.2.15 | error (OPTIONS)

3.2.16 | Error

3.3 eWall Devices Controller

3.3.1 | getDevices

3.3.2 | createNewDevice

3.3.3 | getDevicelnfo

3.4 Mattress Pressure Sensing Controller
3.4.1 | addNewContent

3.5 Sensing Environments Controller
3.5.1 | addNewSensingEnvironment
3.5.2 | getSensingEnvironments

3.5.3 | getSensingEnvironment

3.5.4 | updateSensingEnvironment
3.5.5 | deleteSensingEnvironment

3.5.6 | getSensingEnvironmentConfiguration
3.5.7 | setSensingEnvironmentConfiguration
3.5.8 | deRegisterSensingEnvironment
3.5.9 | getUpdate

3.5.10 | addPoc

3.5.11 | updatePoc

3.5.12 | deletePoc

3.5.13 | registerSensingEnvironment
3.5.14 | getSensingEnvironmentStatus
3.6 Simple Measurements Controller
3.6.1 | deleteContent

3.6.2 | updateContent

3.6.3 | addNewContent

3.7 Speaker Sensing Controller
3.7.1 | addNewContent

3.8 Visual Sensing Controller

3.8.1 | addNewContent

3.9 Vitals Sensing Controller

3.9.1 | addNewContent

4 eWALL platform login services
4.1 Basic Error Controlleralready in cloud gateway
4.2 Login Controller
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4.2.1 | Authenticate
4.2.2 renewToken

5 IDSS exercise reasoned
5.1 Basic Error Controlleralready in cloud gateway
5.2 Exercise Video Controller

5.2.1 | getNSuggestedVideosForUsername

5.2.2 | getVideoRatingsForUsername

5.2.3 | getExerciseVideoWithRatingForUsernameAndYouTubeVideold
5.2.4 | updateVideoRating

5.2.5 | getSuggestedVideoForUsername
eWall Notification Manager, used default test data already

6 entered into Swagger
6.1 Basic Error Controlleralready in cloud gateway
6.2 Iface Controller

6.2.1 | sendNot (GET)
6.2.2 | sendNot (HEAD)
6.2.3 | sendNot (POST)
6.2.4 | sendNot (PUT)
6.2.5 | sendNot (PATCH)
6.2.6 | sendNot(DELETE)
6.2.7 | sendNot (OPTIONS)
6.2.8 | sendNot

6.2.9 |IR1 (GET)

6.2.10 | IR1 (HEAD)
6.2.11 | IR1 (POST)
6.2.12 | IR1 (PUT)

6.2.13 | IR1 (PATCH)
6.2.14 | IR1 (DELETE)
6.2.15 | IR1 (OPTIONS)
6.2.16 | IR1

6.2.17 | IR2 (GET)
6.2.18 | IR2 (HEAD)
6.2.19 | IR2 (POST)
6.2.20 | IR2 (PUT)

6.2.21 | IR2 (PATCH)
6.2.22 | IR2 (DELETE)
6.2.23 | IR2 (OPTIONS)
6.2.24 | IR2

6.2.25 | GetNotif (GET)
6.2.26 | GetNotif (HEAD)
6.2.27 | GetNotif (POST)
6.2.28 | GetNotif (PUT)
6.2.29 | GetNotif (PATCH)
6.2.30 | GetNotif (DELETE)
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6.2.31

GetNotif(OPTIONS)

6.2.32

GetNotif

6.2.33

Ulnfo (GET)

6.2.34

Ulnfo (HEAD)

6.2.35

Ulnfo (POST)

6.2.36

Ulnfo (PUT)

6.2.37

Ulnfo (PATCH)

6.2.38

Ulnfo (DELETE)

6.2.39

Ulnfo (OPTIONS)

6.2.40

Uinfo

6.2.41

setEmailAdd (GET)

6.2.42

setEmailAdd (HEAD)

6.2.43

setEmailAdd (POST)

6.2.44

setEmailAdd (PUT)

6.2.45

setEmailAdd (PATCH)

6.2.46

setEmailAdd (DELETE)

6.2.47

setEmailAdd (OPTIONS)

6.2.48

setEmailAdd

6.2.49

Ureg (GET)

6.2.50

Ureg (HEAD)

6.2.51

Ureg (POST)

6.2.52

Ureg (PUT)

6.2.53

Ureg (PATCH)

6.2.54

Ureg (DELETE)

6.2.55

Ureg (OPTIONS)

6.2.56 | Ureg

7 eWall Profiling Server

7.1. Accelerometer Measurements Controller

7.1.1 | getAccelerometerMeasurementsBetweenTimestamps
7.1.2 | getAccelerometerMeasurementsByTimestamp
7.2 Activity SensingController

7.2.1 | getActivityDataBetweenTimestamps

7.3 Application Controller

7.3.1 | addNewApplication

7.3.2 | getAllApplications

7.3.3 | modifyApplicationByApplicationName

7.3.4 | deleteApplicationByApplicationName

7.3.5 | getApplicationByApplicationname

7.4 Basic Error Controlleralready in cloud gateway
7.5 Door Status Controller

7.5.1 | getDoorStatusBetweenTimestamps

7.6 Endpoint Mvc Adapter

7.6.1 | invoke (autoconfig)

7.6.2 | invoke (beans)
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7.6.3 | invoke (configprops)
7.6.4 | invoke (dump)

7.6.5 | invoke (info)

7.6.6 | invoke (mappings)
7.6.7 | invoke (trace)

7.7 Endpoint Mvc Endpoint

7.7.1 | Invoke
7.7.2 | Value
7.8 Environment Sensing Controller

7.8.1 | getHumidityMeasurementsBetweenTimestamps
7.8.2 | getllluminanceMeasurementsBetweenTimestamps
7.8.3 | getMovementMeasurementsBetweenTimestamps
7.8.4 | getMovementMeasurementsBetweenTimestamps
7.9 Gases Measurements Controller

7.9.1 | getCarbonMonoxideMeasurementsBetweenTimestamps
7.9.2 | getLiquefiedPetroleumGasMeasurementBetweenTimestamps
7.9.3 | getNaturalGasMeasurementBetweenTimestamps
7.10 GPS Coordinates Controller

7.10.1 | getAllGPScoordinatesForUser

7.10.2 | getGPScoordinatesByName

7.10.3 | getGPScoordinatesByTimestamp

7.12 Humidity Measurements Controller

7.12.1 | getHumidityMeasurementsBetweenTimestamps
7.12.2 | getHumidityMeasurementsByTimestamp

7.13 llluminance Measurements Controller

7.13.1 | getllluminanceMeasurementsBetweenTimestamps
7.13.2 | getllluminanceMeasurementsByTimestamp

7.14 Mattress Pressure Sensir@ontroller

7.14.1 | getMattressPressureSensingBetweenTimestamps
7.15 Metrics Mvc Endpoint

7.15.1 | Invoke

7.15.2 | Value

7.16 Movement Measurements Controller

7.16.1 | getMovementMeasurementsBetweenTimestamps
7.16.2 | getMovementMeasurementsByTimestamp

7.17 Region Controller

7.17.1 | addNewRegion

7.17.2 | getAllRegions

7.17.3 | modifyRegionByRegionName

7.17.4 | getRegionByRegionname

7.17.5 | deleteRegionByRegionName

7.18 Service Controller

7.18.1 | getAllServices

7.18.2 | addNewService
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7.18.3 | modifyServiceByServiceName

7.18.4 | deleteServiceByServiceName

7.18.5 | getServiceByServicename

7.19 Speaker Sensing Controller

7.19.1 | getSpeakerSensingBetweenTimestamps

7.20 Temperature Measurements Controller

7.20.1 | getTemperatureMeasurementsBetweenTimestamps
7.20.2 | getTemperatureMeasurementsByTimestamp
7.21 User Authenticator Controller

7.21.1 | isAuthenticated

7.21.2 | addNewUserCredentialsOrModifyPasswordForExistingUsernamg
7.21.3 | deleteUserCredentialsForUsername

7.21.4 | checkIfCredentialsExistForUsername

7.22 User Controller

7.22.1 | getAllIEWallUsersOrOneUserByFirstAndLastname
7.22.2 | addNewUser

7.22.3 | getEWallUserByUsername

7.22.4 | deleteUserWithUsername

7.22.5 | modifyUserWithUsername

7.22.6 | getUserApplications

7.22.7 | getPrimaryUsersAssociatedWithFormalCaregiver
7.22.8 | getRooms

7.22.9 | getUserTimeZoneld

7.23 Visual Sensing Controller

7.23.1 | getVisualSensingBetweenTimestamps

7.24 Vitals Sensing Controller

7.24.1 | getBloodPressureBetweenTimestamps

7.24.2 | getHeartRateBetweenTimestamps

7.24.3 | getOxygenSaturationBetweenTimestamps

Results of components testing are all OK. It will be used as baseline for next cycle of testing.

7.4 Integrating WP5 components

The main screen redesigned and supports the userageenvhich enables the primary user to
operate and consume data provided by the eWALL sysidma. new design of main screen
redesigned in C3 is shown &igure15. In comparison with M18 and M21 delivery following new
features and components has been added:
0 The updated version of widget displays date and time.
0 New Applications have been added:

0 Healthcare Monitor,

0 Physical Trainer
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Fi gabRedesi gned Main screen C3

In comparison with M18 DPAM Widget the new structure of service brick implements one service
brick with several endpoints supporting one applicaflavo new service bricks were developed:

w

0 DPAM ServieBrick-del i vers information related to
0 DFM ServiceBrick del i vers information related to u

Compared to M18 one new service brick with several endpoints supporting one application was
developed:

0 Vital signs service brickdel i ver s i nformation related to
will collect measurements from sensors filter and aggregate them.

The DPAM application utilizes one service brick (DPAM Service Brick) that extracts data related to
physcal activity (e.g., normal everyday life activities such as walking, cycling, gardening etc.) and
the IDSS Automatic Goal Setting reasoned, which provides information about the goal that has to
be reached for the day. The application utilizes accelerontetia to analyze daily physical
activity. The core of the application measures the daily physical activity of the user, using raw
accelerometer data, as well as IMA (integration of accelerometer values) per 10 seconds intervals.
Based on these measurensgrihe application offers a number of end points and delivers various
data about the physical activity of the user.

In comparisooDPAM wi t h M18 delivery there werenod6t an:
features and components are same as in M18 delivery:

0 Threshold with daily goal in the timelifieprovides information about the goal in terms of
steps that the user have to achieve for the day;

O«

Activity type and duration sectioinprovides the duration of each physical activity the user
was performing. Thesupported physical activities are: Resting, Walking, Running and
Exercising;
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0 One Service Brick for DPAM application with several endpointhie refactored service
brick utilizes offline calculations which in turns improve dramatically the responsivaiess
the application.

PO oiivaniom  x ENENE

* @ | [ ewdllradio pub.ro/sppie ations -dev/manscreen-new/ # /man/dady PiysicalActivityMonitoning al: @ =

STEPS

KILOMETERS

CALORIES

-t 02D
x‘. 01:16:40
35 00870
X 08:00:00

3227 5TERS

Fi gab@BPAM application

The DFM application includes one service brick (DFM Service Brick) that extracts information
relevant to daily functioning activities (e.g. normal everyday functionality suatoalsing, and
eating, showering, sleeping etc.). The monitoring comprises room occupancy using movement
sensors, social activity in the living room using A/V sensors and sleep using bed sensor.

In comparison with M2IDFM delivery no new features and compotsehave been added. All
features and components are same as in M21 delivery:

0 More accurate presentation of users functionaligach functionality has start time, end
time and duration;

0 One Service Brick for DFM application with several endpointhe ®rvice brick utilizes
algorithms for better estimate of the functioning activities.

The Sleep application has the purpose of presenting quantitative and qualitative interpretation of the
usero6s sl eep behavior based o napglidaton, showsean s e n
interpretation of last night sleep data.
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PO aivniom  x§ O-cER
€ 5 C [ ewallradio pubiro/sppications-dev/mainscreen-new/ s/ main/sleep an @ =

Last Night

Went to bed EARLY
MONDAY, OCTOBER 12, 2015

You went to bed at 00:51. I’ 00:51
You usually go to bed at 22: 29. ‘

Woke up EARLY
MONDAY, OCTOBER 12,2015

o107 7 . Youwoke up at 01:07,
‘ You usually wake-up at 07 : 58.
Conclusion: Your sleep is BAD
MONDAY, OCTOBER 12, 2015

y Your total sleep time: 16m. . F o01:07
For a GOOD night sleep you need to sleep at least 8 ‘

hours per night,

Rate your sleep with stars

WWWWW

Figar®l eep application

Daily and monthly questionnaires integrated for assessing subjective parameters of sleep. The
outcome of these questionnaires spethfy lifestyle reasoner output, the computed quality of sleep
rel ated event and the gener al sl eep overview
healthcare practices for evaluating sleep quality at home: the sleep diary. The Healthcare Monitor
application includes one service brick (Vital Signs service brick) that extracts information relevant
to userds health such,satgratidnl Vital Gigns seevisesbtick eollectsh e a r
measurements from sensors. Data related to hearamdtdlood pressure are measured by smart
stethoscope. Data related tg €aturation are measured by Oximeter.

Data measurement can be done by pressing fASt a
heart rate, @saturation and blood pressure measwnt.

Measurement instructions are shown on followkingure 18.

Povmivmew g O-omm
€ [T ewohradio pubbroysppications-dev/mainscreen-new/#jmainihesthcareNonitoe & i

MEASUREMENT
HEART RATE 3P0, BLOOD PRESSURE

The smart stethoscope is one of the ¢
devices of eWALL for monitoring the [
status of the heart

It measures the heart rate as well as heart performance.

Pres the "Start” button of the Smart Stethoscope and press
it against your chest, close by the heart

Press "START MEASUREMENT™ button on the screen.

FigasBlenstructions for heart rate measul
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Testing and validation have positive results and implemented functions work properly.

FigaBlenstructions for 02 measurement

Figaoblenstructions for blood pressure mesz¢

After loadingand rating a video Physical Trainer app window is shown on the following figure.
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